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What is an app 
in container?



OpenShift Concepts
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a container is the smallest compute unit

CONTAINER



OpenShift Concepts
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containers are created from 
container images

BINARY RUNTIME

CONTAINERIMAGE



OpenShift Concepts
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IMAGE REGISTRY

container images are stored in 
an image registry

CONTAINER

IMAGE IMAGE IMAGE

IMAGE IMAGE IMAGE
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an image repository contains all versions of 
an image in the image registry

IMAGE REGISTRY

frontend:latest
frontend:2.0
frontend:1.1
frontend:1.0

mongo:latest
mongo:3.7
mongo:3.6
mongo:3.4

myregistry/frontend myregistry/mongo

IMAGEIMAGEIMAGEIMAGE
IMAGEIMAGEIMAGEIMAGE
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containers are wrapped in pods which are 
units of deployment and management

POD

CONTAINER

10.140.4.44

POD

CONTAINER

10.15.6.55

CONTAINER
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ReplicationControllers & 
ReplicaSets ensure a specified number of 

pods are running at any given time

image name
replicas
labels
cpu
memory
storage

ReplicaSet
ReplicationController

POD

CONTAINER

POD

CONTAINER ...
POD

CONTAINER

1 2 N
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Deployments and 
DeploymentConfigurations define how to 

roll out new versions of Pods

image name
replicas
labels
version
strategy

Deployment
DeploymentConfig

POD

CONTAINER

POD

CONTAINER

v1 v2
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OPENSHIFT & KUBERNETES CONCEPTS

services provide internal load-balancing and 
service discovery across pods

POD

SERVICE
“backend”

CONTAINER

10.110.1.11

role:
backend

POD

CONTAINER

10.120.2.22

role:
backend

POD

CONTAINER

10.130.3.33

role:
backend

POD

CONTAINER

10.140.4.44

role:
frontend

role:
backend
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OPENSHIFT & KUBERNETES CONCEPTS

apps can talk to each other via services

POD

SERVICE
“backend”

CONTAINER

10.110.1.11

role:
backend

POD

CONTAINER

10.120.2.22

role:
backend

POD

CONTAINER

10.130.3.33

role:
backend

POD

CONTAINER

10.140.4.44

role:
frontend

role:
backend
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routes make services accessible to clients outside 
the environment via real-world urls

> curl http://app-prod.mycompany.com

POD

SERVICE
“frontend”

CONTAINERrole:
frontend

POD

CONTAINERrole:
frontend

POD

CONTAINERrole:
frontend

role:
frontend

ROUTE

app-prod.mycompany.com



OpenShift Concepts
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Persistent Volume and Claims

My app is stateful.

2Gi

PersistentVolumeClaim

2Gi

PersistentVolume POD

CONTAINER
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Kubernetes native storage & certified CSI plugins

Kubernetes Storage

RWO ROX RWX

AWS Elastic Block
X

Azure Disk 
X

Azure File
X X X

IBM Spectrum 
Virtualize X X

Fibre Channel
X X

GCE Persistent
X

hostPath
X

iSCSI
X X

Local volumes
X

NFS
X X X

Red Hat OpenShift 
Data Foundation X X X

VmWare vSphere
X

IBM Spectrum 
Scale X X X

Persistent Storage
  RWO - ReadWriteOnce
  ROX - ReadOnlyMany
  RWX - ReadWriteMany

Container Storage Interface

we test and support the in-tree and select CSI provisioners, partners fill in the gaps for their 
storage, and we'll be (hopefully) seamlessly transitioning customers to CSI as in-tree drivers 
are removed.



OPENSHIFT CONTAINER PLATFORM | Architectural Overview
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EXISTING 
AUTOMATION 

TOOLSETS

SCM
(GIT)

CI/CD

COMPUTECONTROL PLANE

OpenShift Services

STORAGE

Kubernetes
services

Monitoring | Logging | Tuned 

SDN | DNS | Kubelet

Infrastructure
services

etcd

NETWORKCOMPUTE

Registry

Prometheus | Grafana 
Alertmanager

Kibana | Elasticsearch

Router
Developers

Admins

COMPUTE

Monitoring | Logging | Tuned 

SDN | DNS | Kubelet

Registry

Prometheus | Grafana 
Alertmanager

Kibana | Elasticsearch

Router



CNCF Ecosystem Slide
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*    Red Hat OpenShift® includes supported runtimes for popular languages/frameworks/databases. Additional capabilities listed are from the Red Hat Application Services and Red Hat Data Services  portfolios.
** Disaster recovery, volume and multicloud encryption, key management service, and support for multiple clusters and off-cluster workloads requires OpenShift Data Foundation Advanced

• Service mesh | Serverless
• Builds | CI/CD pipelines
• GitOps | Distributed Tracing
• Log management  
• Cost management

• Languages and runtimes
• API management
• Integration
• Messaging
• Process automation

• Databases | Cache
• Data ingest and preparation
• Data analytics
• AI/ML

• Developer CLI 
• Kubernetes-native IDE
• Kubernetes on laptop
• Plugins and extensions

Developer services

Developer productivity

Kubernetes cluster services
Install | Over-the-air updates | Networking | Ingress | Storage | Monitoring | Log forwarding | Registry | Authorization | Containers  | VMs  | Operators  | Helm

Linux (container host operating system)

Kubernetes (orchestration)

Physical Virtual Private cloud Public cloud Edge

Cluster security Global registryMulticluster management

Data services*

Data-driven insights
Application services*

Build cloud-native apps

Platform services

Manage workloads

Observability | Discovery | Policy | 
Compliance |
Configuration  | Workloads

Image management | Security scanning  | 
Geo-replication Mirroring | Image builds

Declarative security | Container vulnerability 
management | Network segmentation | 
Threat detection and response

 RWO, RWX, Object | Efficiency | 
 Performance | Security | Backup  | 
 DR Multicloud gateway

Cluster data management
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Bring your own Windows Hosts

Reuse "pet" Windows instances as OpenShift 
worker nodes, run Windows workloads and 
gain similar benefits that their Linux 
workloads get when being managed by 
OpenShift

Deploy and manage both Containers & VMs

Including Windows Containers in OpenShift

Red Hat OpenShift runs management and scheduling of:

▸ Linux containers on Red Hat Enterprise Linux CoreOS

▸ .NET core containers on Red Hat Enterprise Linux CoreOS or Windows

▸ Traditional .NET framework containers on Windows

▸ Windows virtual machines with OpenShift Virtualization

Windows traditional .NET 
framework containersWindows 

application
Linux 

containers
.NET core
containers

Windows 
containers

Linux
containers

Windows
virtual machine

Red Hat OpenShift 
Virtualization
Red Hat Enterprise Linux 
CoreOS

Red Hat Enterprise 
Linux CoreOS Microsoft Windows

.NET core containers

Windows traditional .NET 
framework containers

Windows 
containers

Microsoft Windows

.NET core containers

Machine API Managed Infrastructure BYOH instance

Red Hat OpenShift 
Virtualization
Red Hat Enterprise Linux 
CoreOS

KVM
virtual machine

Linux 
containers



Architektura SPP - przepływ danych



Integracja z IBM Spectrum Protect

Spectrum Protect

● Na serwerze Protect musi być 
skonfigurowany i uruchomiony Object Agent

● Klienci obiektowi w specjalnych domenach
● Managment klasy i copy grupy tworzone 

automatczycznie
● Dane składowane w dwóch typach pul:

○ Standard - musi być pulą kontenerową (dir lub 
cloud)

○ Cold - Musi być pulą typu cold-data-cache 
(plikowa z next na taśmy lub VTL)

Spectrum Protect Plus

● Klient S3
● Dwa typy requestów: S3 i S3 Glacier
● Glacier to offload do puli coldpool czyli na 

taśmy.



Cross Region Resiliency 21

San Jose

If one Zone is down data can 
still be accessed

Object can be read and 
written from a subset of 
slices

Automatically load balance and 
route requests

Dallas

We automatically disperse 
data across the three zones

Geo 
Endpoint
Routing

Data Source Ingestion 
and Access

Washington 
DC



Storage Classes and Archive
For any workload, 
ideal for unknown 
or changing data 
activity

For predictable and consistent data activity For long-term 
data retention

Automatic classification 
and cost optimization 
based on data activity 
using built in tiers (hot, 
cool, cold)

For active data, 
accessed multiple 
times a month

For less active data, 
accessed once a 
month or less

For cold data, 
accessed a few 
times a year

For long-term
data retention, rarely or 
never accessed

For lowest cost with 
restore ≤ 12 hours

For faster access with 
restore ≤ 2 hours



IBM Blueprint: Wspomaganie projektowania 

IBM Blueprint dla Spectrum Protect Plus
● Referencyjne architektury dla kilku 

rozmiarów rozwiązań.
● Podręcznik budowy uwzględniający 

wydajność i HA.
● Arkusz kalkulacyjny pozwalający wyliczyć 

wymagany sprzęt i oprogramowanie.



IBM Blueprint: Wspomaganie projektowania - arkusz wymiarujący

Założenia wstępne:
● Kompresja
● Poziom deduplikacji
● Szyfrowanie
● Transport danych
● Szyczytowe wymagania na pasmo
● Prognozowane wzrosty danych



IBM Blueprint: Wspomaganie projektowania - arkusz wymiarujący

Zakładki z klientami:
● Dla każdego typu 

klienta cztery polityki
● VMware i Hyper-V 

predefiniowane
● Możliwość 

rekonfiguracji



IBM Blueprint: Wspomaganie projektowania - arkusz wymiarujący

Podsumowanie 
wymiarowania:

● Ilość danych do 
zalicencjonowania

● Prognoza wzrostu na 8 
lat.

● Liczba vSnapów do 
spełnienia wymań 
wydajnościowch, 
pojemnościowych oraz 
dostępności (repliki)



Instalacja 
IBM Spectrum Protect Plus



OVA

Instalacja OVA w 
środowisku ESX (jest 
także  H-V)

Setup

Inicjalne ustawienia, 
np hasła.

vSnapy

Rozruch vSnap. 
Instalacja 
dodatkowych wg. 
potrzeb

Określenie polityk 
ochrony danych. 
Można użyć 
wbudowanych

Klienci

Dodanie hypervisorów 
i klientów Bare Metal

VADP Proxy Polityki

Utworzenie VADP 
proxy



OVA

https://www.ibm.com/support/knowledgecenter/SSNQFQ_10.1.5/spp/welcome.html

1. Zaznacz klaster.
2. Kliknij Actions.
3. Wybierz Deploy 

OVF Tamplate.

https://www.ibm.com/support/knowledgecenter/SSNQFQ_10.1.5/spp/welcome.html


OVA

https://www.ibm.com/support/knowledgecenter/SSNQFQ_10.1.5/spp/welcome.html

1. Podaj detale konfiguracji:
a. IP
b. Maska
c. Gateway
d. DNS
e. domena

2. Kliknij Next.

https://www.ibm.com/support/knowledgecenter/SSNQFQ_10.1.5/spp/welcome.html


linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of 

enterprise open source software solutions. 

Award-winning support, training, and consulting 

services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you
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