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What is an app
in container?

RedHat



OpenShift Concepts

a container is the smallest compute unit

NNNNNNNNN

& RedHat



OpenShift Concepts

containers are created from
container images

NNNNNNNNN

BINARY RUNTIME

& RedHat



OpenShift Concepts

container images are stored in
an image registry

IMAGE REGISTRY

NNNNNNNNN

& RedHat



OpenShift Concepts

an image repository contains all versions of
an image in the image reqistry

IMAGE REGISTRY

myregistry/frontend myregistry/mongo

frontend:latest mongo:latest
frontend:2.0 mongo:3.7
frontend:1.1 mongo:3.6
frontend:1.0 mongo:3.4

& RedHat



OpenShift Concepts

containers are wrapped in pods which are
units of deployment and management

NNNNNNNNNNNNNNNNNNNNNNNNNNN

POD POD

10.140.4.44 10.15.6.55

& RedHat



OpenShift Concepts

ReplicationControllers &
ReplicaSets ensure a specified number of
pods are running at any given time

image name
replicas
labels | o ( | conamner Y { | conTamEer eee (  CONTAINER
cpu
memory

storage POD POD POD

ReplicaSet
ReplicationController

& RedHat



OpenShift Concepts

Deployments and
DeploymentConfigurations define how to
roll out new versions of Pods

V1 V2
image name
replicas
labels | — = (  CCONTAINER | ) ooooooriiiiiin = 4 ( CconTAINER
version
strategy

POD POD

Deployment
DeploymentConfig

& RedHat



OPENSHIFT & KUBERNETES CONCEPTS

services provide internal load-balancing and

role:

frontend CONTAINER

POD

10.140.4.44

service discovery across pods

SERVICE
“backend”

role:
backend

role:

backend CONTAINER

POD

10.110.1.11

role:

backend CONTAINER

POD

10.120.2.22

role:

backend CONTAINER

POD

10.130.3.33

‘ Red Hat



OPENSHIFT & KUBERNETES CONCEPTS

apps can talk to each other via services

role:

frontend CONTAINER

POD

10.140.4.44

role:
backend

SERVICE
“backend”

role:
backend

CONTAINER

POD

10.110.1.11

role:

backend CONTAINER

POD

10.120.2.22

role:

backend CONTAINER

POD

10.130.3.33

& RedHat



OpenShift Concepts

routes make services accessible to clients outside
the environment via real-world urls

app-prod.mycompany . com

SERVICE
“frontend”

> curl http://app-prod.mycompany.com |

role:
frontend




‘ OpenShift Concepts

Persistent Volume and Claims

<> O

PersistentVolumeClaim PersistentVolume

My app is stateful.

‘ Red Hat



Kubernetes Storage

Kubernetes native storage & certified CSlI plugins

Persistent Storage
RWO - ReadWriteOnce

ROX - ReadOnlyMany
RWX - ReadWriteMany

RWO ROX RWX

AWS Elastic Block X
Azure Disk

X
Azure File

X X X
IBM Spectrum
Virtualize X X
Fibre Channel

X X
GCE Persistent X
hostPath

X
iSCSI

X X
Local volumes

X
NFS

X X X
Red Hat OpenShift
Data Foundation X X X
VmWare vSphere X
IBM Spectrum

X X X

Scale

Container Storage Interface

Kube Core Components PV.Claim

Kube Sidecar containers

CSl plugin components

4 CreateVolume
External DeleteVolume CSlI Controller

e — % {Deployment/

N~ Provisioner StatefulSet)
) PV (Deployment/

csi StatefuiSet)

In-Tree ~RES

L ) atachment External CSl Node

[ R Attacher (DaemonSet)
Kubelet Kubelet ——— (Deployment/

Master
ControllerPublish
ControllerUnPublish

StatefulSet)

Jnsta Jnpublish

Storage Service

CSl driver CSl volume snapshots CSl cloning CSl resize
AWS EBS (Tech Preview) -
Google Cloud Platform (GCP) -

persistent disk (PD) (Tech
Preview)

OpenStack Cinder

<]
<

OpenStack Manila

Red Hat Virtualization (oVirt)

we test and support the in-tree and select CSI provisioners, partners fill in the gaps for their
storage, and we'll be (hopefully) seamlessly transitioning customers to CSl as in-tree drivers

are removed.
‘ Red Hat



OPENSHIFT CONTAINER PLATFORM | Architectural Overview

Developers

@) :
B —

Admins

OpenShift Services

scM :
©m : Infra‘structure
.......... l services
ciep - Kubernetes
..................... : services
EXISTING
AUTOMATION
TOOLSETS

CONTROL PLANE

COMPUTE

Kibana | Elasticsearch

Registry

Prometheus | Grafana
Alertmanager

Monitoring | Logging |Tuned
SDN | DNS | Kubelet

NETWORK

Kibana | Elasticsearch

Registry

Prometheus | Grafana
Alertmanager

Monitoring | Logging |Tuned
SDN | DNS | Kubelet

STORAGE

& RedHat



CNCF Cloud Native Landscape
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& RedHat & RedHat & RedHat & RedHat

Advanced Cluster Management Advanced Cluster Security Quay OpenShift
for Kubernetes for Kubernetes Data Foundation
Multicluster management Cluster security Global registry Cluster data management
‘ ged Hsaﬁ' ft Observability | Discovery | Policy | Declarative security | Container vulnerability Image management | Security scanning | RWO, RWX, Object | Efficiency |
Pllaag’rc])rml Plus Compliance | management | Network segmentation | Geo-replication Mirroring | Image builds Performance | Security | Backup |
Configuration | Workloads Threat detection and response DR Multicloud gateway
Manage workloads Build cloud-native apps Developer productivity Data-driven insights
Platform services Application services* Developer services Data services*
‘ RedHat i * Service mesh | Serverless + Languages and runtimes + Developer CLI « Databases | Cache
8petn'3hlftP| o « Builds | Cl/CD pipelines + APl management « Kubernetes-native IDE « Data ingest and preparation
ontainer Platform - GitOps | Distributed Tracing * Integration + Kubernetes on laptop + Data analytics
* Log management * Messaging * Plugins and extensions - Al/ML
+ Cost management * Process automation

Kubernetes cluster services

‘ Red Hat Install | Over-the-air updates | Networking | Ingress | Storage | Monitoring | Log forwarding | Registry | Authorization | Containers | VMs | Operators | Helm
OpenShift &—

Kubernetes Engine Kubernetes (orchestration)

S . q q &, RedHat
R . Linux (container host operating system) Enterprise Linux

a O a

Physical Virtual Private cloud Public cloud Edge

=1

*  Red Hat OpenShift® includes supported runtimes for popular languages/frameworks/databases. Additional capabilities listed are from the Red Hat Application Services and Red Hat Data Services portfolios.

** Disaster recovery, volume and multicloud encryption, key management service, and support for multiple clusters and off-cluster workloads requires OpenShift Data Foundation Advanced ‘ Red Hat



Including Windows Containers in OpenShift

Deploy and manage both Containers & VMs

KVM : Windows Linux Windows Windows
virtual machine virtual machine ® containers ® containers ® containers
Windows traditional .NET Windows traditional NET
Linux Windows Linux .NET core framework containers framework containers
containers application containers containers
.NET core containers .NET core containers
Red Hat OpenShift Red Hat OpenShift d .
<> Virtualization <> Virtualization <> RedHatEnterprise <= Microsoft Windows <= Microsoft Windows
Red Hat Enterprise Linux ~ Red Hat Enterprise Linux " Linux CoreOS ~ ~
CoreOS CoreOS
Machine APl Managed Infrastructure BYOH instance

& RedHat
S OpenShift Container Platform

Red Hat OpenShift runs management and scheduling of: Bring your own Windows Hosts
» Linux containers on Red Hat Enterprise Linux CoreOS Reuse "pet” Windows instances as OpenShift
worker nodes, run Windows workloads and
gain similar benefits that their Linux
workloads get when being managed by
OpenShift

» .NET core containers on Red Hat Enterprise Linux CoreOS or Windows
» Traditional NET framework containers on Windows

»  Windows virtual machines with OpenShift Virtualization

‘ Red Hat



Architektura SPP - przeptyw danych

% <=-Python + ssh + WInRM --------- E G ij

'
Pliki OpenShift i nemetes

I < | SRRt AP} - - - -] IBM
H T Spectrum ... o ze s?\:;’;:‘;t(:w
VADP : Protect Plus :
proxy : ]
A4
EEEm
Blokowy backup Saowarar s || Replikaca
rever incremental . — asynchroniczna
o= BEE
Hypervisory B::’;ul:::;’:qr:::a?:v W natyanym formacie
Opcjonéln);
offload Instant Instant
~ doISP Restore Restore
Offload to r = = ﬂ
‘nuwvml Dostep z roznych srodowisk
Opticnal
. >
a = 5 | - 3
e EEJ 0 O¢< e >0
(b @ L TestDev  DevOps Reporting Analytcs  Operations

Cloud Object



Integracja z IBM Spectrum Protect

Spectrum Protect

e Na serwerze Protect musi by¢
skonfigurowany i uruchomiony Object Agent
Klienci obiektowi w specjalnych domenach

e Managment klasy i copy grupy tworzone
automatczycznie

e Dane sktadowane w dwéch typach pul:
o  Standard - musi by¢ pulg kontenerowg (dir lub
cloud)
o  Cold - Musi by¢ pulg typu cold-data-cache
(plikowa z next na tasmy lub VTL)

Spectrum Protect Plus

e Kilient S3
Dwa typy requestow: S3 i S3 Glacier

e Glacier to offload do puli coldpool czyli na
tasmy.



21

Data Source Ingestion .
and Access Geo Automatically load balance and

If one Zone is down data can
still be accessed

4 Endpoint route requests
Routing

Washington
San Jose DC

We automatically disperse
data across the three zones

Object can be read and
written from a subset of
slices



For long-term
data retention, rarely or
never accessed

For any workload, For predictable and consistent data activity For long-term
ideal for unknown data retention
or changing data

activity

For lowest cost with
restore < 12 hours

Automatic classification For active data, For less active data, For cold data,
and cost optimization accessed multiple accessed once a accessed a few
based on data activity times a month month or less times a year
using built in tiers (hot,

cool, cold)

For faster access with
restore < 2 hours



IBM Blueprint: Wspomaganie projektowania

IBM Blueprint dla Spectrum Protect Plus

e Referencyjne architektury dla kilku
. , . , IBM Spectrum Protect Plus
rozmiarow rozwigzan.

e Podrecznik budowy uwzgledniajgcy e
WydaJnOS’é I HA . Referer;:;rchitectureA*r o 1

° Arkusz kaIkU|aCyjny pozwalajqcy Wyliczyé * Detailed documentation
wymagany sprzet i oprogramowanie. . Detailed test results

e Published for anyone

e Tool for capacity planning

Blueprints take into consideration your
data protection needs in oxder to tell you:

Type of server How much How to
and storage storage configure




IBM Blueprint: Wspomaganie projektowania - arkusz wymiarujgcy

Zatozenia wstepne:
IBM Spectrum Protect Plus e Kompresja

e Poziom deduplikacji
e Szyfrowanie

| SEGaToRdons | e Transport danych

| [Eom e comprestiy Yo o da e Szyczytowe wymagania na pasmo

Compression estimate ratio x:1 2| H reduction

VSnap enable dedupiaton No estimate e Prognozowane wzrosty danych

Deduplication estimate ratio x:1 1,5| H

Enable vSnap encryption No

|VADP transport method | NBDSSL ] Change

VMware host to VADP proxy network (Gbps) 10 these values

vSnap network (Gbps) 10

Optional replication input workload

Peak replication rate (Gbps) 0

Replication physical capacity (TiB) 0

Replication annual growth rate % 0,0%

Sizing estimates are based off of Spectrum Protect Plus Version 10.1.6 -
Click to reset
How to: Begin with the global variables at the "Start Here" tab, then

select the applicable client tabs and fill in the "front end" values at
minimum. View summarized results on the "Sizing Results" tab.




IBM Blueprint: Wspomaganie projektowania - arkusz wymiarujgcy

Zaktadki z klientami:
e Dla kazdego typu
klienta cztery polityki
e VMware i Hyper-V
predefiniowane
e Mozliwosé
rekonfiguracji

| B ( D E F G H 1 J
| Daily change rate | 5,0% | At minimum, change the values
VMware | Annual growth | 10,0% | in the orange boxes
| Policyl Gold [ Silver | Bronze | Custom |
[ Frontend (TiB)| 318,00 [ 203,00 | 0,00 | 0,00 |
Backup frequency]
Backup duration Hr(s)| 8 8
Retention day(s)| 35 | 35 |
policy?|
Replication frequency} Wesks)
Daily replication duration hr(s;
Replication retention day(s)|
Copy to standard object storage policy?| Yes - Primary vSnaj No x No No
Copy to object storage D 1 -
Copy to object storage duration hr(s] 3
Copy to object storage retention day(s; 3650
Primary Copy
‘ 1 year 2 year projecti 3 year projecti 4 year projecti 5 year projecti 6 year projecti 7 year 8 year
1265 1391 1530 1683 1852 2037 2240 2464
632 696 765 842 926 1018 1120 1232
772 849 934 1027 1130 1243 1367 1504
Front-end data (TiB) 521,0 5731 630,4 693,5 762,8 839,1 923,0 10153
Managed data (TiB) 11834 1301,7 1431,9 1575, 1732,6 1905,9 2096,5 23061
Compression savings % 50% 50% 50% 50% 50% 50% 50% 50%
Compression savings (TiB] 591,7 650,9 716,0 787,6 866,3 952,9 1048,2 1153,1
Dedup savings % 0% 0% 0% 0% 0% 0% 0% 0%
Dedup savings (TiB; 0,0 0,0 0,0 0,0 0,0 0.0 0.0 0,0
Data reduction savings % 50% 50% 50% 50% 50% 50% 50% 50%
9529 1048,2 1153,1

& Hyper-vV

& Whare

4 Rl & VersonHistory 4+




IBM Blueprint: Wspomaganie projektowania - arkusz wymiarujgcy

Podsumowanie
wymiarowania:

llos¢ danych do
zalicencjonowania
Prognoza wzrostu na 8
lat.

Liczba vSnapow do
spetnienia wyman
wydajnosciowch,
pojemnosciowych oraz
dostepnosci (repliki)

Preferred vSnap size (TiB) Automatic Global Preferences - Protection recommended
vSnap reserve % | Target free space error (percentage) 1
|VADP proxy resides on vSnap server? Yes Target free cent
Replication workload
Primary Copy
1 year projection 2year projection | 3 year projection | 4 year projection | 5 year projection | 6 year projection | 7 year projection | 8 year projection
Peak vSnap front-end rate | Gbps 10,6 11,7 12,8 141 15,5 171 18,8 20,7
Peak vSnap back-end rate | miBis 632,3 695,5 765,1 8416 9258 1018,3 1120,2 1232,2
Front-end data (TiB) 521,0 5731 6304 693,5 762,8 839,1 923,0 1015,3
Mamid data :::BH 11834 1301,7 14319 15751 1732,6 1905,9 2096,5 2306,1
Compression savings % 50% 50% 50% 50% 50% 50% 50% 50%
Compression savings (TiB)| 591.7 650.9 716.0 787.6 866.3 952.9 1048.2 1153.1
Dedup savings %! 0% 0% 0% 0% 0% 0% 0% 0%
Dedup savings (TiB)| 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Data reduction savings % 50% 50% 50% 50% 50% 50% 50% 50%
Data reduction savings (TiB) 591.7 650.9 716.0 787.6 866.3 9529 1048.2 1153.1
vSnap size estimate - data (TiB), 591.7 650.9 716.0 7876 866.3 952,9 1048.2 1153.1
vSnap size estimate - logs (TiB) 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0,0
vSnaj sical capacity estimate (TiB) 591.7 650.9 716.0 787.6 866.3 952.9 1048.2 1153.1
vSnap reserve %! 10% 10% 10% 10% 10% 10% 10% 10%.
vSnap size estimate - reserve (TiB)| 59,2 65.1 716 788 86.6 953 104.8 1153
vSnap base capacity 650,9 716.0 787.6 866.3 952,9 1048,2 11531 12684
Replication phyical capacity estimate (TiB) 0,0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
vSna sical capacity estimate (TiB) 650,9 716,0 787,6 866,3 952,9 1048,2 11531 12684
vSnap guantity’ 4 4 | 4 | 5 [ 5 | 6 | 6 | 7
r vSnap requirements
ak vSnap front-end rate. 27 29 3,2 28 31 28 B 3,0
eak vSnap back-end rate| MiB/s 1581 1739 1913 168,3 1852 169,7 186,7 176,0
vSnap pool size (TiB) 200 200 200 200 200 200 200 200
vSnap CPU cores 18 18 18 18 18 18 18 18
vSnap memory (GB) 56 56 56 56 56 56 56 56
vSnap log SSD:; optional (GiB) 10 10 10 10 10 10 10 10
vSnap cache SSD; optional (GiB) 500 500 500 500 500 500 500 500
vSnap cloud cache SSD (GiB)| 1536 1536 1536 1536 1536 1536 1536 1536
uantit ) | | 0 [ ) | ) | ) [
VADP Softcap| 12 12 92z 12 12 12 12 12

Replication Copy




Instalacja
IBM Spectrum Protect Plus



Instalacja OVA w Okreslenie polityk . o,
Dodanie hypervisorow

srodowisku ESX (jest ochrony danych. o
takze H-V) oRTE U i klientéw Bare Metal
I Rozruch vSnap. wbudowanych
Instalacja T
dodatkowych wg.
potrzeb

Poliyki o Kienci 3

“ova

Utworzenie VADP

- . Proxy
Inicjalne ustawienia,

np hasta.



vm vSphere Client

8 @ 5817_IIC | Aacrtions v @

Actions - 5817_IIC

1. Zaznacz klaster. (7101012021 Siiimmary  (MORGr | Confg .
2. Kliknij Actions. v [ 5817_lIC ] Add Host..
3. Wybierz Deploy > [ Discovered virtual ... Hosts: % New Cluster
OVF Tamplate, 1 1188rhel65cdhO1 Virtual Machines .
& 1188rhel65cdh02 S::\:irrisz New Folder >
@ HESIREIBSECHES Datastores: Distributed Switch 3

(31 1188rhel65cdh04
(91 1188rhel65cdh05

@ HERES BaErEn 'Ci Deploy OVF Template... h @)
EJS 5817_LinuxPolska B | ~ oo

LP; 5817_master_Open...
® Datastore: Datastore usage @ ) o
(3 5817_Milestone Edit Default VM Compatibility...

"@ New Virtual Machine...
® 10.10.120.240; Host memory Storage >

& 5817_node}_Opens. A\ 5817_QNI: Virtual machine C &2 Migrate VMs to Another Net...
® 5817_node2_Opens...

https://www.ibm.com/support/knowledgecenter/SSNQFQ 10.1.5/spp/welcome.html



https://www.ibm.com/support/knowledgecenter/SSNQFQ_10.1.5/spp/welcome.html

Deploy OVF Template

Customize template

g7-1.Select:an:OVF:template Customize the deployment properties of this software solution.
v 2 Select a name and folder
+ 3 Select a compute resource
@ All properties have valid values X
v 4 Review detalils
+ 5 License agreements
~ Hostname Configuration 1 settings
+ 6 Select storage
0 .o, + 7 Select networks Hostname
1. POdaj detale konﬂgurac I (& Customize template |
8 Customize template
|P The Hostname or FQDN. The blank default name is localhost.
a. 9 Ready to complete

spp.ms6018.ic.plibm.com

b. Maska

c. Gateway
d o D NS Network IP Address

e domena @ / The IP address for this interface. Leave blank if DHCP is desired.

2. Kliknij Next.

~ Connection Configuration 5 settings

10.10.13.18

Network Prefix

The prefix for this interface. Typical values are 8,16 or 24. Netmask in old formats like
255.255.255.0 are not supported. Check with your network administrator. Leave

blank if DHCP is desired.

255.255.0.0

Default Gateway @
CANCEL BACK NEXT
Ty

https://www.ibm.com/support/knowledgecenter/SSNQFQ 10.1.5/spp/welcome.html



https://www.ibm.com/support/knowledgecenter/SSNQFQ_10.1.5/spp/welcome.html

Thank you

Red Hat is the world’s leading provider of
enterprise open source software solutions.

Award-winning support, training, and consulting

services make
Red Hat a trusted adviser to the Fortune 500.

linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat




